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Weaponization of Outer Space
“We recognize space remains a domain of competition, but confrontation or conflict is not inevitable. We must take

steps to reduce uncertainty and manage the risk that competition will lead to conflict.”
- Michael Aho, advisor to the US Delegation to the Conference of Disarmament

Introduction
Recent developments in international relations and advancement in outer space

technology have elicited international concern that the era of peaceful space exploration has
come to an end through the transformation of space exploration for weaponization purposes.
Specifically, such tensions have given rise to concerns regarding the outbreak of an “arms race”,
which would entail a competition between major powers for domination of the development and
collection of weaponry in outer space.1 The use of non-physical, electronic, and cyber
technology has made conflict more difficult to identify due to possible misfirings or
misoperations. Although the possession of technology does not necessitate engagement in
asymmetric warfare, the lack of communication and regulations concerning such weaponry in
outer space increases the probability of international conflict.

A large portion of outer space weaponry has been implemented with the hopes of
improving “counter-space capabilities”, which essentially aim to limit other actors’ exploration
of space development, and at times, exploitation.2 These types of technology can be placed with
the intentions of either offensive or defensive operations, negatively affecting the security sector
at a global scale. At this point, nations have focused development of weaponry in four main
categories: kinetic physical, non-kinetic physical, electronic, and cyber.3 Kinetic physical
operations aim to cause permanent, irreversible damage to a space or ground support
infrastructure through either direct impact or detonation. This can be accomplished through the
placement of anti-satellite missiles (ASATS) and co-orbital systems placed on similar orbits. In
comparison, non-kinetic physical technologies damage space devices through indirect contact,
utilizing electromagnetic pulses, lasers, or microwave bombardment. However, not all
counter-space technology leads to permanent damage, as evidenced by electronic warfare. These
devices primarily use radiofrequency energy in order to interfere with communications from
satellites, largely impending military operations.4 Lastly, the most recently developing
technology, cyber warfare, utilizes network techniques to either control or destroy satellite
computer systems, which has even become accessible by non-state actors. The development of
such technology has elicited further concern regarding their capacity to interfere or compromise
with state operations.

As an effort to maintain the peaceful use of outer space by international actors, the United
Nations began considering the prohibition of weaponry and military directives in space as early
as the 1950s. After passing the considerations of the Committee on the Peaceful Uses of Outer

4 Ibid (3)
3 Ibid (3)

2 Rajeswari, Rajagopalan Pillai. “Electronic and Cyber Warfare in Outer Space.” UNIDIR, 2019,
https://unidir.org/sites/default/files/publication/pdfs//electronic-and-cyber-warfare-in-outer-space-en-784.pdf

1Merriam Webster, “Arms Race Definition & Meaning,” Merriam-Webster (Merriam-Webster, n.d.), accessed
August 3, 2022, https://www.merriam-webster.com/dictionary/arm.
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Space and the General Assembly, the “Treaty on Principles Governing the Activities of States in
the Exploration and Use of Outer Space, including the Moon and Other Celestial Bodies,” also
known as the “Outer Space Treaty,” was entered into force in 1967.5 Under its directive, nations
are prohibited from placing nuclear weapons or other weapons of mass destruction on celestial
bodies, ensuring that extraterrestrial nuclear warfare will not occur. Thus, the exploration and use
of space is to be done so in the interest and at the benefit of all nations, aiming to promote the
peaceful nature of such common grounds. The treaty also makes provisions concerning celestial
bodies, including the moon, stating that they are unable to be claimed by individual nations and
are exempt from national appropriation in order to prevent imbalances of power.6 The Outer
Space Treaty was the first major international agreement concerning the maintenance of peace
within space. Although its principles provide the bare framework for international space law,
many of its components require updates, and all draft treaties proposed afterwards have met
rejection. As such, this committee will convene to address the shortcomings of previous
legislation and develop modernized standards combatting the weaponization of outer space by
international parties. Furthermore, nations will further discuss the role of counter-space
technologies regarding state exploration as such weaponry continues to advance.

Background
Throughout the United Nations, member states have generally shown to be in agreement

that an outer space arms race should be prevented, with 135 nations supporting the Outer Space
Treaty.7 However, such negotiations, including an official treaty regarding such conflict, have
never been negotiated. Past discussions and resolutions have indicated a clear need for directives
preventing the deployment of weapons in space and respective concern. Several nations,
including the United States of America, have argued that such an issue does not exist yet,
meaning that it would be futile to take preemptive action. In contrast, most of the member
nations agree that preparations should be made in advance to limit the weaponization of space in
order to prevent the expansion of counter-space technology and exploitation of extraterrestrial
territory at the expense of international peace.

Drawing back to 1955, the early exploration of space during the Cold War brought forth
new grounds for militarization through the development of weaponry and technologies
specifically designed to be used within space or on celestial bodies. Throughout the Space Race,
the USSR and US were locked in a twenty-four year struggle over the domination of space
exploration technologies. Both the USSR and the US strove to display their technological and
political superiority. This competition and development of extraterrestrial technology have

7 Alexander, Kena. “Treaty on Principles Governing the Activities of States in the Exploration and Use of Outer
Space, Including the Moon and Other Celestial Bodies.” UNODA Treaties, 2022,
https://treaties.unoda.org/t/outer_space

6Robert.wickramatunga, “United Nations Office for Outer Space Affairs,” The Outer Space Treaty, accessed August
3, 2022, https://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/introouterspacetreaty.html.

5UNODA, “Report of the Secretary-General on Reducing Space Threats through Norms, Rules and Principles of
Responsible Behaviors (2021) – UNODA,” United Nations (United Nations, n.d.), accessed August 3, 2022,
https://www.un.org/disarmament/topics/outerspace-sg-report-outer-space-2021/.
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demonstrated nations’ exploitation of outer space for terrestrial benefit, leading to concern that
similar events could develop in light of evolving weaponry.

The development of such technology revealed that the Space Race had an ulterior motive
as it demonstrated the ability of the two nation-states to launch nuclear warheads in the same
manner as their satellites, further indicating their evolving destructive capabilities. Both the
American and Soviet governments manipulated the results of the race into political propaganda,
waging that the development of new technologies demonstrated their superiority.8 Through the
1960s, both nations continued to deploy satellites that were often used for orbital reconnaissance
to map the location of rivals’ military weaponry and installations, exhibiting the clear beginnings
of space weaponization.

In response to rising fears over development of space-based nuclear weaponry, the
international production of anti-satellite systems (ASATS) began to take hold during the Cold
War. The kinetic energy systems dismantle satellites by striking them at fast speeds or detonating
nearby, destroying them.9 In contrast, non-kinetic ASATs utilize non-physical mechanisms to jam
frequencies, override satellites through cyberwarfare, or blind them with lasers. The deployment
of such devices has remained largely unregulated, creating international concern on the limitation
of their implementation due to their ability to deal long-lasting damage.

Although space exploration is no longer solely in the hands of the United States and
Russia, their space programs have continued to dominate the field through NASA/USSF and
ROSCOSMOS. Despite the existence of over seventy space agencies across the world, only
sixteen are capable of completing space launches, classifying these states as major players in the
developing nature of the field. The expansion of air forces to include space objectives indicates
states’ recognition of outer space’s capacity for military operations, for both offensive and
defensive means.The international community has recognized both the fruitful opportunities and
hazards that outer space holds, demonstrating a greater need for more thorough legislation and
limitation of weaponization.

Current Situation
The development of space-based nuclear weaponry has been largely limited by the 1967

Outer Space Treaty; however, anti-satellite systems still continue to threaten the integrity of
international security and peace. In January of 2007, the People’s Republic of China launched the
first destructive anti-satellite test ASAT in twenty years, which sparked international criticism
and concern over its implications. Using a mobile ground-based missile, China physically
destroyed one of its outdated weather satellites through direct collision, creating large amounts of

9Talia M. Blatt, “Anti-Satellite Weapons and the Emerging Space Arms Race,” Harvard International Review
(Harvard International Review, August 31, 2020), last modified August 31, 2020, accessed August 3, 2022,
https://hir.harvard.edu/anti-satellite-weapons-and-the-emerging-space-arms-race/.

8Bennett Sherry, “Read: Arms Race, Space Race (Article),” Khan Academy (Khan Academy, n.d.), accessed August
3, 2022,
https://www.khanacademy.org/humanities/whp-origins/era-7-the-great-convergence-and-divergence-1880-ce-to-the-
future/x23c41635548726c4:other-materials-origins-era-7/a/arms-race-space-race.
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space debris, which threaten all organizations’ and nations’ outer space activity 10 China setting
foot into this unexplored territory has forced other countries to recognize the vulnerability of the
space system and possible complications. As of now, the United States, Russia, China, and India
are the only countries to have conducted kinetic ASAT tests, but the number of states that hold
such capability are projected to be even greater, posing threats to the safety of nations, especially
those whose infrastructure are largely dependent on satellite operations, within the space
environment.11 Subsequently, the placement of missiles with the intent of self-defense further
presents the issue of their regulation and destructive capabilities that states should evaluate when
limiting the role of such weaponry within outer space.12After 1994, as the US stated, it “has not
identified any practical outer space arms control measures that can be dealt with within a
multilateral environment”.13 The United States has continued to resolutely oppose any
negotiations dealing with PAROS, despite remaining a major player in the topic.

Although physical counter-space technologies, such as ASATS, demonstrate capacity for
destruction, larger concern has developed regarding easily accessible electronic and cyber
warfare devices. Electronic military operations include the “use of electromagnetic pulses or
direct energy to deny, degrade, or disrupt satellite systems”.14 Such technology is developed with
the purpose of attacking a rival force, jamming important devices, such as Global Positioning
Systems (GPS) through interference of radio frequency communication. Electronic
counter-systems have the potential to geolocate and characterize targeted systems, making the
space domain more competitive through threats of hijacking and corruption. The Islamic
Republic of Iran reportedly engaged in such activities in 2009, jamming certain news channels,
such as the BBC, as to limit Western influence in domestic media. The coverage of the 2009
Iranian presidential elections and 2011 Arab Spring revolts showed further evidence of such
interference.15

Even more disruptive, cyber warfare has quickly emerged as one of the most viable
options for space warfare due to their low expense and ease of accessibility. Even states that are
considered non-major actors in space operations have been able to develop such technology,
allowing them to interfere with extraterrestrial systems and satellites’ functionality. Cyber
warfare allows users to directly attack systems that are largely dependent on data through either
crude or sophisticated means. Although the range and destructive capabilities of cyberwarfare

15 Halliday, Josh. “BBC Fears Iranian Cyber-Attack over Its Persian TV Service.” The Guardian, Guardian News
and Media, 14 Mar. 2012, https://www.theguardian.com/media/2012/mar/14/bbc-fears-iran-cyber-attack-persian

14 Rajeswari, Rajagopalan Pillai. “Electronic and Cyber Warfare in Outer Space.” UNIDIR, 2019,
https://unidir.org/sites/default/files/publication/pdfs//electronic-and-cyber-warfare-in-outer-space-en-784.pdf

13 Ibid (17)

12 Kuplic, Blair. “The Weaponization of Outer Space: Preventing an Extraterrestrial Arms Race.” NORTH
CAROLINA JOURNAL OF INTERNATIONAL LAW, vol. 49, no. 4, 2014,
https://scholarship.law.unc.edu/cgi/viewcontent.cgi?referer=&httpsredir=1&article=2011&context=ncilj

11 Ibid (14)

10Brian Weeden, “SWF Releases Updated Fact Sheets on Anti-Satellite Testing, Rendezvous and Proximity
Operations, and the X-37B,” SWF Releases Updated Fact Sheets on Anti-Satellite Testing, Rendezvous and
Proximity Operations, and the X-37B | Secure World, last modified November 23, 2010, accessed August 3, 2022,
https://swfound.org/news/all-news/2021/04/swf-releases-updated-fact-sheets-on-anti-satellite-testing-rendezvous-an
d-proximity-operations-and-the-x-37b.
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are extensive, openly verified attacks have been largely limited due to their difficulty to be
detected. Most notably, a 2011 report by the US-China Economic and Security Review
Commission revealed that two American satellites had been compromised in 2007-2008 through
the internet. The attack was traced back to China, but no formal accusations or statements were
made by either state despite the similarities to China’s cyberwarfare policy. The attack was
considered especially alarming as the hackers were able to effectively control the command,
showing the potential for possible security leaks or system destruction.16

Russia first submitted the draft treaty of PAROS in 2008 with the hopes of building upon
the Outer Space Treaty and further prohibiting the placement of any type of weapon into orbit as
the prevalence and danger of such technology increases. In turn, states would be obligated to
exercise the agreed upon confidence-building measures, preventing any country from gaining a
military advantage in outer space.17 Through the adoption of resolutions A/RES/65/68 and
A/68/189, the Secretary General and a group of governmental experts were able to create an
agreed upon list of TCBMs concerning outer space activities, including: “information exchange
on space policies; information exchange and notifications related to outer space activities; risk
reduction notifications; contact and visits to space launch sites and facilities; international
cooperation; consultative mechanisms; outreach and coordination”.18 The GA has frequently
encouraged Member States to implement said TCBMs at a voluntary basis; however, such
measures have not been included within an official multilateral treaty.

Several delegations, most notably the United States, have vehemently argued that
Prevention of an Arms Race in Space is not a relevant topic, focusing more on the placement of
weapons in outer space. Sergey Lavrov, Russia’s Foreign Minister, proposed a joint
Russia-China draft Treaty on the Prevention on the Placement of Weapons in Outer Space
(PPWT), the Threat or Use of Force against Outer Space Objects.19 Lavrov stated that the treaty
was developed to “to eliminate existing lacunas in international space law, create conditions for
further exploration and use of space, preserve costly space property, and strengthen general
security and arms control.”20 All United States administrations have continued to reject the draft
treaty, leading to a stalemate concerning its contents and international security.

The lack of progress concerning official treaties and increased implementation of
space-based destructive devices have only contributed to the already deepening divisions
between nations and, respectively, international peace. Russia’s sudden departure from the
International Space Station (ISS) reflects the aforementioned political dissension between
Eastern and Western powers. In addition, the United States’ historical domination of outer space
and continued military operations clearly demonstrates the imbalance of power among actors
regarding extraterrestrial operations. The development of trailblazing technology and systems

20 Ibid (24)

19“Conference on Disarmament,” Documents, accessed August 3, 2022,
https://reachingcriticalwill.org/disarmament-fora/others/cd/2008/documents.

18Ibid (21)
17 Ibid (21)

16 Wolf, J. (2011, October 28). China key suspect in U.S. Satellite Hacks: Commission. Reuters. Retrieved September
4, 2022, from https://www.reuters.com/article/us-china-usa-satellite-idUSTRE79R4O320111028
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requires the grounding of an expanded and updated international framework in order to ensure
that the exploration and use of space is to be done so in the interest and at the benefit of all states.

The Disarmament and International Security Committee should work to define the limits
and boundaries of weaponized space technology at an international scale. As states will hold
contrasting interests and views, members can discuss whether or not such weaponry will be
permitted at small scale or not at all within outer space. The committee should aim to address the
update and implementation of transparency and confidence-building measures in outer space in
order to further develop ways to enhance space security. Additionally the international
community has been divided in terms of support for the International Code of Conduct for Outer
Space Activities, meaning nations should address its controversial aspects while building upon
them. Furthermore, states should also discuss the developing role of electronic and cyberwarfare
tactics within outer space in regards to international security.

Questions to Consider
1. To what extent is your country involved with the exploration of outer space and

development of space-based technology and weaponry?
2. Does your country have access to or operate any of the four types of counter-space

technologies?
3. Does your country prioritize the Prevention of an Arms Race in Space (PAROS)?
4. Does your country support the proposed Treaty on the Prevention on the Placement of

Weapons in Outer Space (PPWT) draft treaty?

Suggested Sources
1. Member State Responses Pursuant to the Report of the Secretary-General on Reducing

Space Threats Through Norms, Rules, and Principles of Responsible Behaviors (A/76/77)
https://www.un.org/disarmament/topics/outerspace-sg-report-outer-space-2021/

2. Member State Replies in Response to the Report of the Secretary-General on
Transparency and Confidence-Building Measures in Outer Space Activities
https://www.un.org/disarmament/topics/outerspace/sg-report-outer-space/

3. The Treaty on Principles Governing the Activities of States in the Exploration and Use of
Outer Space, including the Moon and Other Celestial Bodies (The Outer Space Treaty)
https://www.unoosa.org/oosa/en/ourwork/spacelaw/treaties/outerspacetreaty.html

4. The Proposed Prevention of an Arms Race in Space (PAROS) Treaty
https://www.nti.org/education-center/treaties-and-regimes/proposed-prevention-arms-race
-space-paros-treaty/

5. Anti-Satellite Arms Control History, Constraints, Development, and Legislation
https://www.princeton.edu/~ota/disk2/1985/8502/850207.PDF
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